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JOB PROFILE

Role: 			IT Cyber Security Analyst

Salary: 		Band 6
	
Accountable to: 	Head of IT Infrastructure and Cyber Security

Accountable for: 	N/A

Responsible for monitoring and supporting all aspects of cyber security within the college, including analysing alerts, incidents and taking ownership through to resolution. Liaising with 3rd parties and internal departments where required.

To monitor the college IT environment. Conduct root cause analysis to prevent repetition of issues. This will involve working with both internal and external teams, taking ownership to ensure incidents are resolved quickly and efficiently.  To take part in organisation wide projects where IT and digital is involved, providing guidance on systems integration and cyber security best practices. To operate in both a reactive and proactive approach to best ensure the enhancement of the college security posture. To continuously improve our monitoring systems increasing efficiency of both internal and external alerting systems.

Portfolio of responsibilities:

1. Technology management and professional input

· Support Security Compliance: Assist with maintaining compliance with applicable security standards and frameworks, including Cyber Essentials, Cyber Essentials Plus, PCIDSS and ISO27001

· Monitor and respond to security alerts and events using cyber security monitoring tools

· Support vulnerability assessments and security testing activities.

· Contribute to cyber security awareness initiatives across the organisation.

· Help maintain cyber security policies, procedures, and documentation

· Assist with Audit Readiness: Support the preparation, coordination and collation of evidence for internal and external audits

· Produce regular reports on the college security posture and incidents

· Assist with monitoring and reviewing security alerts across client and internal systems

· Support the implementation of cyber security measures, including endpoint protection and both logical and physical access controls

· Help identify potential vulnerabilities and assist with routine security checks

· Analyse all college systems to detect incidents and highlight areas for improvement

· Coordinate Audit Activity: Track audit-related actions, ensuring documentation and evidence are accurate, complete and aligned to required standards
· Maintain Records: Update Information Security Management System documentation and records so they remain current, accurate and audit-ready

· Support Secure Development: Work with DevOps and Product teams to help implement security controls throughout the development lifecycle

· Promote Security Best Practice: Contribute to secure design, build and deployment practices across technical and business teams

· Ensure effective cross-college communication re: IT and Cyber Security.

· Ensure systems configuration records, and appropriate documentation is created and maintained and that all operations are within the change management processes of the college

· Provide management information and reports in relation to cyber security, identifying and monitoring KPIs.

2. Project development and delivery

· To take an active role in the delivery of local projects to ensure they are delivered according to approved plans and best practices

3. Staff leadership and department management

· To promote effective Risk Management (including GDPR and Health & Safety)

· To carry out any other reasonable duties which could fall within the scope of this post as directed by the Head of IT Infrastructure & Cyber Security.

· Contribute to the training and development of the wider college on cyber security topics to promote awareness and vigilance.

Corporate responsibilities:

· To contribute to the strategic direction and operational effectiveness of the College 

· Ensure the responsibilities of the post are carried out in a way that reflects the standards, vision and values of the college

· Deliver on key performance indicators across the College, aiming to deliver continuous improvement 

· Promote the College with employers, sector bodies, schools and the local community, developing effective partnerships with employers, the funding agencies and other representative bodies

· To proactively promote Safeguarding practice, EDI, Information Security and Health and Safety 



PERSON SPECIFICATION

	Role:  Cyber Security Analyst
	E/D
	A
	I
	T

	Qualifications:  

	1
	Educated to qualification at Level 4 or above (preferably in ICT).
	D
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	2
	Technical certification such as CompTIA Security+ or a clear interest in developing security knowledge. An IT, Cyber Security or Computer Science degree would be useful, but isn't essential.
	D
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	3
	Demonstrate recent professional development.
	E
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	4
	Good understanding of information security and information technology
	E
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	5
	ITIL Foundation
	D
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	Experience and Skills:

	6
	Proven technical skills in monitoring security events in an enterprise environment
	E
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	7
	Proven level technical skills in vulnerability scanning
	E
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	8
	Proven skills in working with penetration testers
	E
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	9
	Proven high level technical skills in creating reports
	E
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	10
	Proven technical skills in a Windows Server environment
	D
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	11
	Ability to investigate issues methodically and accurately
	E
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	12
	Ability to handle sensitive information confidentially
	E
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	Personal Attributes:

	13
	Proven ability to rapidly absorb, understand and interpret new technical information
	E
	
	
	

	14
	Strong interpersonal skills in dealing with a wide range of staff at different levels
	E
	
	
	

	15
	Proven organisational skills in the ability to work on own initiative and to plan and progress a programme of work to strict deadlines.
	E
	
	
	

	16
	The ability to demonstrate flexibility and be able to adapt quickly to changing operational needs
	E
	
	
	

	17
	Demonstrates a knowledge and understanding of Safeguarding / Child Protection issues relevant to the post
	E
	

	X
	

	Equality of opportunity:

	18
	A commitment to uphold and promote Equality of Opportunity 
	E
	

	X
	




KEY: 
	E
	Essential 

	D
	Desirable

	A
	Assessed by Application Form  

	I
	Assessed by Interview

	T
	Assessed by Test 
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